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Hub EER4.3
Blue PrismCloud Hub provides users secure access tomanagement information,workforce process
prioritization, automation customization and development, process log and exception information, OCR
and cognitive data process analysis details, intelligent schedule advisory and real time digitalworker
views.

Hub gives the Operator of your organization the control and visibility of your digitalworkforce. As your
digitalworkforce continues to grow the operational support teamwill need high quality information to
control and organize the workforce tomaximize its capabilities.

Like all of the Blue PrismCloud applications Hub requires authentication before starting. The login page is
illustrated below.

If you are using Internet Explorer as your browser and the login page is not displaying as shown above,
ensure thatDisplay intranet sites in Compatibility View is turned off inCompatibility View settings.
This is found under the Tools icon in Internet Explorer.

WhenHub is installed it will be delivered either in a clean or a pre-designed edition. The choice of edition is
dependent on the configuration of your installation.

The clean edition supports remote connectivity to the Blue PrismCloud plugin repository to enable the
downloading of newplugins or the updating of existing plugins. The pre-designed edition comeswith 6
plugins pre-installed and a package of available plugins. The 6 pre-installed plugins are:

• Connect Core

• Connect Core Data

• Connect Core Thoughtonomy Data

• Connect Dashboard

• Connect Forms Authentication

• Connect Installer

Blue PrismCloud provide plugins tomanage different aspects of the digitalworkforce,whether this is
managing or analyzing the work queues or analyzing the utilization of the digitalworkers.
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Plugins can only be installed by an administrator and access to the plugin repository is blocked by
default. To access the repository, it will need to be configured as a whitelisted IP in the firewall, this can
be done through a change request to Blue PrismCloud.

Hub provides Role Based Access Control (RBAC) as part of the EER4 release and therefore administrator
access is required to perform certain tasks withinHub. The display and options withinHub will vary
dependent on the logged-on role.
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Hub EER4 administration
When logged on as an administrator the top menu displays the administration settings cog. If this was a
standard user, this would not be available. There are twomain navigationalmenu bars which allow you to
operate the functionality of Hub.

The left navigation bar gives you access to the installed plugins. Administrators controlwhich plugins are
installed and which users they are available to.

The hamburgermenu at the top allows you to expand or collapse the menu to see the title of the installed
plugins.

As described above, the top navigationalmenu bar is different whether the logged-on user role is that of
an administrator or a User. The administrator navigationmenu is illustrated in below.

The features of the top navigationalmenu bar are detailed below:

A. Expand or collapse the menu to see the installed plugins.

B. The area of the Hub user interface you are currently using.

C. The currently selected environment. Environments are set up in the database connections screen
and any present can be selected here.

D. The Hub settings for email, database, user and roles, and customization – available only to
administrators.

E. The plugin repository – available only to administrators.

F. Your notifications. Only notifications that you are authorized to see or that are applicable to youwill
show.

G. Your profile. The drop-downmenu lets you edit your profile or log out fromHub.

The two key features for the administrator on the top menu is the Plugin Repository and the administration
settings cog.
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Administrator settings
Selecting the administration settings cog gives the administrator access to the Hub configuration pages
for email, database, users and roles, and customization.
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Email
The email settings allow for the configuration of the email environment, whether SSL is used or not and
what particular account is used to send email notifications. This is also used as the email account for when
a user requires a password reset.

Database
In the database settings the administrator can configure the database connectivity settings. The Hub
database is configured during the Blue PrismCloud build process but other databases connections can be
established if required.
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Users and roles
No systemwould be complete without its users and the manage users, see below, shows the formused by
the administrator to add, edit and delete users.

By default, each user is assigned an avatar which is their initials in a colored circle. This avatar can be
changed to an image aswe will see later.

There are two roles created as standard withinHub, this is the administrator and user roles.

In here specific roles can be created, enabling a user to be assigned the use of specific plugins, as below.

Aswe have mentioned previously the administrator is responsible for adding newplugins or updating
existing plugins.

It is recommended best practice that no shared accounts are used and that individual accounts are used
for auditing purposes.

Hub for EER4 is a Role Based Access Control (RBAC) systemand as such users will no longer get access
to plugins unless they have been specifically granted access and this should be determined by their role.
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Administrators should create roles for specific groups of users, so for example in the image above a Power
User role has been created that just has access to the VirtualWorker Settings plugin.

Roles can be granted for multiple plugins, therefore an administrator may create anOperator role for the
DigitalWorkforce plugins, Utilization and Live Sessions, a Developer role for the Design Studio plugins,
Wireframer, Process/Object Explorer and Environment Data Items. Though as the Design Studio plugin
Environment Locks would be useful for both the Operator and Developer roles it can be added into each.

The configuration of the roles and which plugins reside inwhich role are down to the organization to
decide.

If plugins are not attributed to a role that the user is assigned to, then the user will not be able to access
and use that plugin.

Plugins
By clicking on the Plugin Repository icon, next to the Administration Settings cog, youwill be presented
with a list of either Installed Plugins or selecting a tab to Add NewPlugins from the repository.

By default, the plugin repository is not accessible. A firewall rule to allow a whitelisted IP has to be
enabled to grant access. This can be requested via a change request to Blue PrismCloud.

The administrator can use the list of installed plugins to determine whether they need to be updated to the
latest release.

On the Add NewPlugin tab, the administrator will find a list of other available plugins for installation. Some
basic details such as the title and description of the plugin functionality are provided to help administrators
understand what the plugin offer.
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By checking the install button and selecting complete installation the pluginwill be downloaded and
installed from the repository. Multiple plugins can be selected at one time to install.

The plugin(s) will be downloaded and installed and Hub automatically restarted.

It is recommended that the installation of plugins are performed out of hours or during maintenance
windows as the process of adding newor updating plugins require Hub to be restarted and may
interrupt any users currently using the application.

Virtual Worker Settings plugin
One of the key plugins for the administrator is the VirtualWorker Settings plugin. This is normally an
administrator or power user plugin, sowe have included it in the Hub Administration section.

The VirtualWorker Settings plugin allows you to customize your digitalworkforce, it allows you to take
them in and out of service and give themaliases and an avatar tomake themeasier to identify.

The VirtualWorker Settings plugin is available from the PlatformManagement section in the left
navigationalmenu bar.

Click on the “dots” against the digitalworker and select “Edit” to bring up the edit form, below.
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In the formyou can create an alias for the digitalworker, change the Type, using the drop-down and
assign it to category. Additionally, an avatar can be allocated tomake your digitalworkers more easily
identified as illustrated below.

By marking the digitalworker as a favorite a ‘star’ is added in the display within VirtualWorker Settings.
Finally, by selecting the ‘Mark as Quick Launch’ the digitalworker is added onto the ‘space rocket’ in the
bottom right corner whichwhen selected will go straight to the Live Access plugin.

By saving the changes, the VirtualWorker Settings display is updated.

Currently we have been looking at only cosmetic changeswhich have no bearing on the digitalworkforce.
However, the reason you need to be carefulwho is allowed tomanage your digitalworkforce can become
clear when you look at some of the other options.

On the “dots” context menu against the digitalworker as well as Edit there is also Retire. Retiring a digital
worker will remove it from the digitalworkforce whichmean that Blue Prism cannot run automations on
that digitalworker.

This is a very useful command when you come to performing upgrades to your digitalworkers. Using the
Retire optionwill temporarily remove them from the digitalworkforce to allow the upgrade to happen
without the digitalworker still being considered as part of the available resource pool.

This is not something that youwant anyone to do though, taking your digitalworkers out of service should
be planned as it could have a significant impact on your production services.
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Customization
In the Customization Settings administrator can brand Hub tomatch their own organization’s corporate
colors and logos.
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Hub EER4 plugins
The PluginManagement System/Architecture is the core feature of Hub, allowing Blue PrismCloud to
efficiently and productively deliver ‘over-the-air’ updates and new functionality to Hub. Also enabling you
to be self-sufficient to download and install updates and new features into Hub when youwant them.

In this sectionwe will cover the full list of plugins available withHub for EER4 that are categorized as
follows:

• PlatformManagement

• VirtualWorkforce

• Design Studio

• Queue Management

Platform Management plugins
Under PlatformManagement there are two plugins available, VirtualWorker Settings and License
Manager.

We have already covered the VirtualWorker Settings plugin inHub Administration.

License Manager
The License Manager plugin provides a simple user interface to upload and control your RPA license.

SelectUpload a new licensewhich opens a file explorer window for you to navigate and locate your
license file that Blue PrismCloud will have sent. Once uploaded, a panelwill appear showing you the
details of your license.
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Virtual Workforce plugins
There are two plugins available under VirtualWorkforce, Utilization and Live Sessions.

Utilization
Frequently users are asked to produce management information, this can also be done under the Virtual
Workforce option on the left navigationalmenu bar, by selecting Utilization, below.

In this plugin you can display three graphs of information perfect for management reports.

Utilization Heatmap Report
ClickAdd Utilization Heatmap Report and youwill be prompted for a date. You can select whether this is
for that day (Daily),Weekly,Weekly Split, and Monthly, see the figure below for a daily view of the digital
workers utilization.

You can add additional UtilizationHeatmaps for different periods, so you can produce the report that your
manager requires.
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Add Utilization Statistics report
The add utilization statistics report allows you to do the same comparison reports for the digitalworkforce
but detailing statistical usage information.

On a production digitalworkforce this information is vital though to improve the efficiencies of your digital
workers. If certain automations can be delayed by running outside of peak periods, then that will approve
the overall performance of your digitalworkforce. During peak periods the digitalworkers not only need to
compete with each other for applications and services, but humanworkers also utilizing the systems and
networks.

FTE Statistics report
The add FTE statistics report shows the Full Time Equivalent (FTE) report.

This comparison chart compares a digitalworker against a Full Time Equivalent (FTE) humanworker.

In a production digitalworkforce, the digitalworkers can be busy 24 hours a day showing how they can
out work the humanworker. The humanworker is expected to only work 09:00 to 17:00 per day, and then
not weekends. This is then estimated as 6.5 productive hours perworking day. Comparing this to the
digitalworkers who canwork 24 hours a day, 7 days a weekmeans that the digitalworkers comparison to
a FTE is significantly different.

It should also be noted that when creating your utilization reports you can choose a mixture of reports,
combining heatmapswith statistical reports as required.
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Live Sessions
Also, under the VirtualWorkforce section is the Live Sessions plugin. This plugin allows users to see
currently sessions within the automation environment. Users are able to understand what processes are
running and onwhich digitalworkers, who they were started by and when they were started, as well as
view the session logs of running sessions.

Design Studio plugins
Under the Design Studio section there are four plugins, these are detailed below.

Wireframer
TheWireframer allows you to efficiently define business objects that can be used as part of an automation
process.

The benefits of designing using this methodology is that it allows the AutomationDesigner to rapidly
deploy business objects and actions that will form the structure of the business process being automated.

The simplicity in the plugin allows the definition of these business objects and actions, along with best
practice techniques, to ensure that enterprise grade automations are always built.

We have provided a separate user guide section onWireframer.

Process/Object Explorer
One other key plugin is the Process/Object Explorer. The Process/Object Explorer plugin details all the
Processes and Objects in the current environment, see below.

Within Process/Object Explorer you can view the XML code, Delete, Retire or Expose the Process/Object.
Extreme care should be takenwhen retiring or deleting these items.
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Objects can be used inmultiple Processes, so deleting anObject when it is only in one Process may be fine,
but it may break another Process if that utilizes the same Object.

The Expose optionwill expose the process/object as a web service. This allows the process/object to be
interacted with through a web service call such as SOAPorWSDLweb-based services. It enables a third
party to invoke the process remotely, providing a mechanism for a third party to put work items into a work
queue.

If a process/object is already exposed the context sensitive menuwill change to “Conceal” to enable you
to hide the process/object if required.

Environment Data Items
Environment Data Items are defined variables that are used globally through the environment, whether it
is in a Production or a Development environment. These Environment Data Items can be created within
Hub orwithin Blue Prism. Once they are created, they can be edited to be maintained through their live.

For example, consider a variable which contains a filename and directory location, the filename may
change on a month by month basis, or the folder that the filename is stored in. Rather than the Automation
Developer going in to change the automation eachmonth, the Operator can control this throughHub by
changing the variable as an operational task.

In Hub under Design Studio is the Environment Data Items, see below, here we can see an Environment
Data Item set.

The Environment Data Item can be edited by clicking on the “dots” alongside the data itemand choosing
“Edit”.
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Environment Locks
AnEnvironment Lock is a lock to stop two digitalworkers accessing an itemat the same time. Imagine a
scenario where an automation requires towrite into a text file for example. The last thing youwant is two
digitalworkers running a split second apart, writing different pieces of information and saving the file so
that one either corrupts or overwrites what the other digitalworker has just written.

The Environment Lock stops this. By locking the file the other digitalworker cannot access the file until it is
unlocked which is when the first digitalworker has finished processing the file.

Under Hub in the Design Studio is the Environment Locks plugin.

The Environment Lockwas set using an “Acquire Lock” action in the automation. However, it was
automatically released when the Session finished.

This does not always happen though so imagine the scenario when a system fails, such as a network and
the lock is still held, this would be displayed inHub as shownbelow.

In this example the Environment Lockwould have to be manually removed for the file to be accessible
going forward.
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Queue Management
Queue Management and in particular Queues are a fundamental tool for effectively using the Blue Prism
Cloud DigitalWorkforce to automate repetitive tasks. A Queue is a repository for storing jobs to be
processed, known aswork items, and as the name suggests, items are taken from the front of the queue
and processed sequentially. The Blue PrismCloud DigitalWorkforce can be configured with any number
of queues to help organize tasks providing a great deal of flexibility and control. Each item in the queue is a
discrete task or job,whichwill be worked on by a member of the digitalworkforce.

Queues are created and configured withinHub. Creating a Queue is as simple as providing a name for the
Queue and associating a Key Name,which is a unique identifier for the data being placed in a work item.

Blue PrismCloud have takenQueue Management a step further, rather than simply taking the first item in a
queue and processing that task, using a simple First-In-First-Out (FIFO) principle, Blue PrismCloud have
developed IADA. IADA looks across all the queues and uses business metrics like Service Level
Agreements (SLA) and Priorities to determine which job to process first. This means that work is
performed on a priority basis and that your digitalworkforce is working efficiently.

The Queue Management section of Hub provides an overview of the work queues you have within your
Blue PrismCloud platform, allows you to create and edit existing queues and allows you to drill down on
itemswithin the queue to see pending work items, successfully completed work items and those that failed
with an exception. There are three plugins that provide this functionality.
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Queue Overview
The image belowdisplays Queue Overview, an overview of the work queues.

Queue Manager
We can add newqueues and edit existing queues using the Queue Manager plugin, see below.

Queue Analyzer
In Hub we can also analyze the contents of a queue using the Queue Analyzer.
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The display can be modified to get the particular view required by the user. This is achieved by selecting
the Cog and the “Manage Columns” command.

For example, by dragging the “Exception reason” from the “Available Columns” into the “Included
Columns” and then press “Apply”, this will be added to the display.

In our example there are 18 entries that have been added to the queue, you can examine each of the work
items individually by clicking on the corresponding “dots” and “ViewData” to open the XML. This will open
in a new tab in your browser.
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You can page through the data using the pages to the bottom right of the display or you can change the
quantity of rows so you can see more of the work items.

If youmake changes to your view you have to save the view to preserve the changes. You can then go
to the view from the “Load View”,which lists both your saved layouts and some standard supplied
layouts.

One of the key fields in the Queue Analyzer is the “State” field, this details the status of the queue work
item. The four states are detailed in the table below:

State Definition

Completed. A work itemhas been successfully processed and marked as completed.

Pending. A work item is waiting to be processed.

Locked. A work item is currently being processed and is locked so another digitalworker
cannot access it.

Exception. A work itemhas completed processing but has beenmarked as an exception, this
normally means that a work itemhas not processed correctly and needs attention.

The image below shows an automation in process and the queue information updated with their status.

We can see the first work itemhas been processed and is marked Complete; the second work itemhas
been processed and marked as an Exception; the third work item is Locked for processing; the fourth and
subsequent items are Pending.
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You can use the filters to sort the work items. For example, choosing “State” Exceptionwill show the work
items that have gone into exception.
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Hub EER4 operator
Hub gives the operational teamof your organization the control and visibility of your digitalworkforce
across your development and production environments.

As your digitalworkforce continues to grow the operational support teamwill need high quality
information to control and organize the workforce tomaximize its capabilities.

Dashboards
When first starting Hub the default display is a blankHub dashboard, as below, for your standard user
role. This page can be customized by the user to provide a tailored view of the digitalworkforce and
activity completed during the day. The user can also create multiple dashboards to represent different
views or environments.
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Create a dashboard
1. From the Dashboard screen, clickCreate a New Dashboard.

2. Enter a name and a description for the dashboard.

3. Assign an image tomake the dashboard easily recognizable. The image must be less than 30KB in
size and no greater than 200 by 200 pixels.

4. ClickSave.

Your newdashboard is added to the Dashboard screen.
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The ellipsis for each a dashboard gives you the following options:

• Create a newdashboard

• Edit this dashboard

• Delete this dashboard

Add widgets
Widgets are the dashboard components that allow you to analyze your digitalworkforce. Up to 20
widgets can be added to each dashboard.Widgets can be added multiple times and configured to look at
different digitalworkers or items.

1. Click the widget button to display a list of available widgets.
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2. To viewmore details about a widget, click the related information icon.

3. Click the + button for a widget to add it to the dashboard.
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Configure widgets
Move widgets by dragging and dropping to the required position on the dashboard.Widgets can also be
resized by grabbing the bottom right corner and dragging to fit to the size required.

Many of the widgets are customizable – select the settings cog for a widget to access the settings.
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